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MHGOPMAaLMOHHBIX CTeHAaXx, ohuLmarnbHbIX MHTEPHET-CanTax U Apyrnx MHPOPMaLUUOHHbBIX pecypcax
obweobpasoBaTenbHbIX OpraHn3auuin W OpraHoB, OCYLUECTBSOWMX YyrpaBreHne B cdepe
obpasoBaHus, MHpopmaummn o 6es3onacHoOM NoBeAEHUN N UCMONb30BaHUK ceTu "UHTepHeT".
AunpexTop enaptameHTa
A.E.TTETPOB
MpunoxeHwne
METOOUWYECKWUE PEKOMEHOALIUU
O PASMEWEHN HA UHO®OPMALMOHHbIX CTEHOAX, O®OULIMATIbHbLIX
WHTEPHET-CAUTAX U IPYTUX MHOOPMALIMOHHbIX PECYPCAX
OBLLUEOBPA3OBATEJIbHbIX OPFTAHU3ALIMA N OPFTAHOB, OCYLLECTBNAIOLLKUX
YMNPABJIEHUE B C®EPE OBGPA30OBAHUA, UH®POPMALIMN O BE3OINMACHOM
NMOBEAEHUU U UCNOJIb3OBAHUU CETU "MHTEPHET"
OpraHam, ocyuwecTBnaWUM ynpaeneHme B cdepe obpas3oBaHus, pekoMeHOyeTCH Ha CBOUX
odmumanbHblx  MIHTepHeT-pecypcax obecneuntb  (PYHKUMOHMPOBAHME CaMOCTOATESNIbHOMO U
cneumnanuaMpoBaHHoro pasgena "MHdopmaumoHHas ©e3onacHoOCTb", B pamkax KOTOpPOro
npegycMoTpeTb pasMeLleHre criegyrowen nHpopmaummn:
MpunoxeHne N 1
NAMATKA
onsa osYYAKOLWMXCA 06 UHOOPMALMOHHOW BE3ONACHOCTU OETEN
HEJ1Ib3A
1. Bcem nogpsig coobiatb CBOK YacTHyH MHGOpMauuMio (Hactosdwme ums, hamunmio, TenedoH,
agpec, HOMep LWKOfbI, a Takke dpoTorpacdum CBou, CBOEN CEMbM U ApYy3en);
2. OTKpbIBaTb BNOXEHHbIE (hannbl 3NEKTPOHHON NOYThI, KOr4a He 3Haellb OTNPaBUTENS;
3. pybuTb, NpnampaTtbCs, OkasbliBaTb JaBrieHMe - BECTU cebs HEBEXITMBO M arpeCcCcuBHO;
4. He pacnopsikanca geHbramym TBOeW cembn 6e3 paspelueHus CTapluiMx - BCerga cnpalunan
poaunTenen;
5. He Bctpevanca ¢ VIHTepHeT-3HakoMbIMM B peanibHOM >XU3HWU - MOCOBETYUCS CO B3POCSbIM,
KOTOpOMY [oBepsieLlb.
OCTOPOXHO
1. He Bce nuwyt npaBgy. Yntaewb o cebe Henpasgy B VHTepHeTe - coobwm 06 3TOM CBOUM
poaUTENAM UMK OMeKyHaM;
2. MNpurnawatroT nepenncbiBaTbCs, Urpatb, 0OMeHNBaTLCS - NPOBEPb, HET NN NOLBOXA;
3. HesakoHHOe KonupoBaHue dhannos B IHTepHeTe - BOPOBCTBO;
4. Bcerga pacckasbiBan B3poCbiM O npobnemax B CETU - OHWU BCerga noMoryT;
5. Wcnonb3yn HacTporku 6e30nacHOCTM M MPUMBATHOCTM, YTOObI HE MOTEPATb CBOW aKKayHTbl B
coLCeTsX 1 Apyrnx noptanax.
MO>XHO
1. YBaxawn gpyrnx nonb3oBaTenen;
2. Nonb3yewbcs HTEPHET-UCTOYHUKOM - ienai CCbISIKy Ha Hero;
3. OTKpbIBam TOMbKO T€ CChIfIKK, B KOTOPbIX YBEPEH;
4. ObwaTtbcs 3a NOMOLLbIO B3POCIbIM - POAUTENW, OMEKYHbl U aAMWHUCTpaUUs CanWToOB Bcerga
NOMOTryT;
5. Mponan obyyeHne Ha cante "CeTeBUYOK" 1 NONYy4YM NAcnopT LUMEPOBOro rpaxaaHuHa!l
MpunoxeHne N 2
MHPOPMALIMOHHASA NAMATKA
and obyY4YAKRLWUXCA onAd PASMELLEHUA
HA O®PULNATIbHBIX MHTEPHET-PECYPCAX



C kaxablM rogoM MOMOAEXW B UHTEPHETE CTaHOBUTBLCA Oonblue, a LWKOSIbHUKA OOHU U3 CaMblX
aKTMBHbIX nonb3oBaTtenen PyHeTa. Mexgy Tem, NOMUMO OrFPOMHOrO KONMMYecTBa BO3MOXHOCTEN,
WHTEPHET HeceT M nNpobnembl. ATa NnamaTKa AOSMKHA NomoYb Tebe 6e3onacHo HaXo4UTbCSA B CETH.
KomnbloTepHble BUPYCHI

KoMnbloTepHbI  BUPYC - 3TO Pas3HOBUAHOCTb  KOMMBLIOTEPHbIX MpPOrpamMm, OTIMYUTESTbHOM
0COBEHHOCTbIO KOTOPOMW ABNSAETCS CMOCOBHOCTb K pasMHOXEHU0. B gononHeHne K aToMy, BMPYCHI
MOryT noBpeauUTb WM MNOSIHOCTLIO  YHUYTOXUTbL BCe panbl U [OaHHble, MNOLKOHTPOSbHbIE
nosib3oBaTesnto, OT MMEHU KOTOPOro Gbinia 3anylweHa 3apa)keHHasi nporpammMa, a Takke noBpeauTb
UNN Jaxe YHUYTOXUTb OMepalMoOHHY CUCTeMy CO Bcemu dpannamu B uenom. B GonblunHCTBE
Cny4yaeB pacnpoCTPaHAKTCA BUPYCbl Yepes3 MHTEPHET.

MeToabl 3aLMTbl OT BPEAOHOCHbLIX MPOrpamMm:

1. cnonb3yn coBpeMeHHble ornepauyOHHbIE CUCTEMbI, UMeKLLME CePbe3HbIN YPOBEHb 3aLUNTbl OT
BPEeOOHOCHbIX Nporpamm;

2. [loctosiHHO ycTaHaBnmMBa navytM  (UMdpoBbLIE  3annaTtkyM, KOTOpble  aBTOMaTUYECKU
yCTaHaBNMBalTCA C Uenbio AopaboTkM nporpaMmmbl) U ApyrMe oBHOBMEHUS CBOEW onepauyoHHOM
cuctemMbl. CkaumBam Ux TONbKO ¢ odomumansHoro canta paspadotymka OC. Ecnum cywecTByeT pexnm
aBTOMaTU4YECKOro OOHOBMNEHUS, BKITHOUN €rO;

3. PaboTtan Ha cBoeM KOMMbKOTEPE NOA MpaBaMu Monb3oBaTens, a He aAMUHUCTpaTopa. OTO He
No3BONUT OONbLLUMHCTBY BPEAOHOCHbLIX MpOrpaMm MHCTanIMpoBaTbCA Ha TBOEM MNepCcOHaslbHOM
KOMMbIOTEPE;

4. Vcnonb3yh aHTMBUPYCHblE MporpamMMHble MNPOAYKTbl  WM3BECTHbIX MNpou3BoguTenen, C
aBTOMaTU4eCcKMM obHoBNeHnem 6as;

5. OrpaHunyb om3nyecknin JOCTYN K KOMNbIOTEPY AS11 NOCTOPOHHUX NnL;

6. Mlcnonb3yi BHELLHWE HOCUTENN MHAOPMaLMK, Takue Kak newuka, AUNCK unn dann u3 MHTEpHeTa,
TONbKO U3 MPOBEPEHHBLIX NCTOYHUKOB;

7. He oTkpbiBan KoMnbkoTepHble daunnbl, MOfyyYeHHble U3 HeHadeXHbIX WUCTOYHMKOB. [axe Te
hanrnbl, KOTOPbIE NMpuUcran TBOM 3HAKOMbIN. Jlyylle yTOYHM Yy Hero, oTnpaensn nu oH Tebe nx.

Cetn WI-FI

Wi-Fi - 3TO He BUAg nepegayn gaHHbIX, HE TEXHOSOorms, a Bcero nuwb 6peHa, mapka. Ewe B 1991
roogy Huagepnanackas komnaHus  3apeructpupoBana  6peng  "WECA", uyto o6o3Hadano
cnoBocoyeTaHue "Wireless Fidelity", koTopbIi nepeBoanTCs Kak "becnpoBogHas TOYHOCTL".

[lo Halwero BpemeHun gowna gpyraa abbpesunatypa, kKoTopas ABMSETCS TakoW e TeXHONornen. Jto
abbpesunatypa "Wi-Fi". Takoe Ha3BaHue ObIIO JAaHO C HAMEKOM Ha CTaHOapT BbICLUEN 3BYKOBOW
TexHukn Hi-Fi, 4To B nepeBoae o3HayaeT "BblCOKasi TOMHOCTbL".

[a, ©OecnnaTHbIM MHTEPHET-AOCTYN B kKade, OTensax W aspornoptax sBNSeTcs OTINYHON
BO3MOXXHOCTbIO BbIXO4a B MHTEPHET. HO MHOrme akcnepTbl cunTaroT, YyTo obwenoctynHole Wi-Fi cetn
He aBnsalTcs 6e3onacHbIMN.

CoBeTbl No 6e3onacHocTn paboTbl B 06wwenoctynHbix cetax Wi-fi:

1. He nepepasai cBoto nuyHyto nHopmaumo Yepes obuwenoctynHole Wi-Fi cetn. PaboTtas B Hux,
XenartenbHO He BBOAUTb Naponu AOCTYNa, FIOMMHbI U Kakne-To HoMepa;

2. Vicnonbayn n obHOBNAN aHTUBUPYCHbIE NporpamMmMbl U 6pangmayep. Tem cambiM Tbl 06e3onacuLlb
cebs OT 3aKaykm BMpyca Ha TBOE YCTPOWCTBO;

3. Mpwu ncnonesoanmm Wi-Fi oTkntoum coyHkumio "O6wmin goctyn Kk dpannam n npuHtepam”. [JaHHas
YyHKUMA 3aKpbITa NO YMOMYaHUIO, OOHAKO HEKOTOpPbIE MONb30BaTENN aKTUBUPYIOT ee aAngd yaobctea
ncnonb3oBaHus B pabote unu yyebe;

4. He wucnonb3yn nybnuunbin WI-FI ona nepegayvm nNU4YHbIX OaHHbIX, HanpuMmep AnNs Bbixoda B
counarnbHble CETU UM B ANIEKTPOHHYIO MOYTY;

5. Ncnonb3yn TOMNbKO 3awmuieHHoe coeauHeHne dyepe3 HTTPS, a He HTTP, T.e. npu Habope Beb-
agpeca BBoau MMeHHo "https://";

6. B mobunbHom TenedoHe oTkmoum dyHkumio “lMogknioveHme k Wi-Fi aBTomatmyeckun". He
Aonyckan aBToMaTMYeckoro noaknoyeHuns ycrtponctaa k cetam Wi-Fi 6e3 TBoero cornacusi.
CouumanbHble cetu

CoumanbHble CeTU aKTUBHO BXOASAT B HaLy XW3Hb, MHOMME Ntoan paboTatoT 1 XXUBYT TaM NOCTOSIHHO,
a B Facebook yxe 3apermctpupoBaH Munnuapg 4YenoBeK, YTO SBMAAETCH OAHOW ceabMOW BCeX
Xutenen nnaHetbl. MHOrMe nonb3oBaTeny He MOHUMAIOT, YTO MHOPMaLMA, pasMeLleHHas UMK B



coumanbHbIX CeTsIX, MOXeT ObiTb HangeHa W UCMNonb30oBaHa KEM YrogHo, B TOM 4uCre He
oba3aTenbHO ¢ 6rarmm HaMepeHUs M.

OcHoBHble coBeTbl MO 6e30NacHOCTM B couMarnbHbIX CETSX:

1. OrpaHunyb cnucok apysen. Y 1ebd B Apy3bsX HE AOSMKHO BbITb CriydanHbIX U HE3HAKOMbIX JIOAEN;
2. 3awmuanm CBOK YacCTHyH XW3Hb. He ykasbiBa naponu, TenedoHbl, agpeca, AaTy TBOero
POXOEHUS W OPYry JIMYHYIO MHGOPMaunio. 3MNOYyMbILNEHHUKM MOrYT WCMNONb30BaTb Aaxe
NMHpOpMaLMIO O TOM, Kak Tbl U TBOM POAUTENN NaHNPyeTe NPOBECTU KaHUKYIbI;

3. 3awmian cBo penyTauuio - AepXu ee B YNCTOTE M 3agaBan cebe Bonpoc: xoten Obl Tbl, YTOObI
Apyrue nonb3oBaTenu BUAENN, YTO Tbl 3arpyxaews? MNogyman, npexae Yyem 4To-To onybnmkoBaTb,
HanucaTb U 3arpy3uTb;

4. Ecnn Tbl roBopuLLb C NOABMU, KOTOPbIX HE 3HaeLlb, HE UCMONb3y CBOE peanbHOe UMS U OPYryHo
NVYHYIO MHOPMaLMK: UMA, MECTO XUTEeNbCTBA, MecTo y4ebbl 1 npoyee;

5. N3beran pasmelueHna gotorpacdun B VIHTEpHeTe, rae Tbl n3obpakeH Ha MECTHOCTU, MO KOTOPOM
MOXHO onpeaenuTb TBOE MECTOMNONOXEHNE;

6. Mpwn pernctpaumm B coumanbHOM ceTu HeobXo4MMO UCNONb30BaTh COXHbIE NApPoSivM, COCTOSLWMNE
13 BYKB M LNP N C KONNYECTBOM 3HAKOB HE MeHee 8;

7. Ona coumnanbHOW ceTW, NOYTbl U APYrMX CanToB HEOBXOAMMO MCMONb30BaTb pasHble Naposu.
Torpa ecnu Te65 B3NOMatoT, TO 3NO0YMbILUNIEHHUKM NOMyYaT JOCTYN TOMbKO K OAHOMY MECTY, a He BO
BCe cpaay.

OnNEKTPOHHbIE AEHbIN

ONEeKTPOHHbIE AEHbIM - 3TO OYeHb YAOOHLIM cnocob nnaTtexen, O4HAKO CyLECTBYHOT MOLLEHHUKW,
KOTOpbl€ XOTAT NONYYNTb 3TN OEHbIW.

ONEeKTPOHHbIE AEHbIM MNOSIBUINCL COBCEM HEAABHO M UMEHHO M3-3a 3TOr0 BO MHOIMX rocygapcrBax
A0 CUX Nop He NPOMMCaHO MPO HUX B 3aKOHAX.

B Poccun xe OHM PYHKUMOHMPYHOT M O HUX YXe MNPONUcaHo B 3aKkoHe, rae UX pasgensoT Ha
HECKONIbKO BMAOB - @HOHVWMHbIE U HE aHOHMMHble. PasHuua B TOM, YTO a@HOHWMHbIE - 3TO Te, B
KOTOpbIX paspeluaeTcsa NpoBoauTb onepaumm 6e3 nageHTndukauum nonb3osaTtensd, a B HeaHOHUMHbIX
noeHTUgMKaums nonb3oBartens aBnseTcs oba3arensHon.

Takke cnegyeT pasnuyaTb 3NEKTPOHHbIE PMaTHbIE AEHbIM (PaBHbI rOCYAApPCTBEHHLIM BantoTam) u
3NEKTPOHHbIE He(pMaTHbIEe AeHbIM (He paBHbl rOCYAapCTBEHHbBIM BantoTam).

OcHoBHble coBeTbl No BesonacHon paboTe C ANEeKTPOHHLIMU OeHbraMMu:

1. MpuBsKM K cHETY MOOUNBHBIM TENedOH. OTO cambln YOOOHbIN N BbICTPLIA CNOCOO BOCCTAHOBUTL
AocTyn K cyeTy. [NpuBA3aHHbIN TeNedoH NOMOXET, ecrnv 3abyaellb CBOW MAaTEXHbIN Napofib Unn
3angellb Ha canT C HE3HAKOMOro YCTPOUCTBA;

2. Vicnonb3yn ogHopasoBble naponu. Nocne nepexofa Ha yCUeHHy0 aBTopusauuio Tebe yxe He
OyaeT yrpoxaTb OMacHOCTb KpaXu unu nepexsarta nraTexHoro napons;

3. Bbibepu cnoxHbin naposnb. [lpecTynHukam OygeT He MpoCTo yragaTb CHOXKHbBIA  Maporb.
HagexHble naponu - 3TO Naponu, KOTopble cofepxaT He MeHee 8 3HaAKOB M BKNO4YalT B cebs
CTPOYHbIE U NPOMNUCHbIE BYKBbI, LNMPbI U HECKONBbKO CMMBOJIOB, TakMe Kak 3HaK gonnapa, gyHTa,
BOCKNMUATEeNbHbIN 3HaK 1 T.n. Hanpumep, $tRONg!;;

4. He BBOAM CBOM fINYHbIE AaHHbIE HA CanTax, KOTOPbIM HE LOBEpPSELLb.

OrneKkTpoHHas noyTa

OneKTPOHHAasi NoYyTa - 3TO TEXHONOMMSA U NPeaoCTaBsSEMbIE €10 YCIYrn MO Nepechisike U NOSTyYEHUIO
9NEKTPOHHbIX COOBLLEHNI, KOTOPbIE pacnpeaensaTca B KOMNbOTEPHON ceTh. OBbIYHO 3NEKTPOHHbIN
NMOYTOBBIN AWK BbIrMSAUT cregyowmm obpasom: UMs_MNonb3oBatenda@ums_aomMeHa. Takke Kpome
nepegayun npocToro Tekcta, UMeeTca BO3MOXHOCTb nepeaaBaTh oannbl.

OcHoBHble coBeTbl N0 Bbe3onacHon paboTe C ANEeKTPOHHOM NOYTON:

1. Hapo BbIGpaTh NpaBurbHbIA NOYTOBLIN cepBUC. B nHTEpHETe eCTb OrpOMHbIV BbIBOp BGecnnaTHbIX
MOYTOBbIX CEPBUCOB, OAHAKO fy4lle JOBEPATb TEM, KOO 3HAELLb U KTO NepBbii B PENTUHTE;

2. He ykasbiBan B JMYHOW MoOYTEe NU4YHYO uHopmaumo. Hanpumep, nydwe BbibpaTb
"My3blkanbHbI_haHaT@" unum "pok2013" BmecTo "tema13";

3. Wcnonb3yn AByxaTanHykw aBTopu3aumio. OTO Korga MOMUMO MApOnsa HYXHO BBOAWUTb KoA,
npucbinaemsii no SMS;

4. Bbibepn cnoxHbidi naponb. [Ons Kakgoro noYToOBOro siLiMKa OOMKeH ObiTb CBOM HaLEXHbIN,
YCTONYMBBLIN K B3IOMY Naporib;

5. Ecnn ecTb BO3MOXHOCTb HanncaTb CaMOMY CBOW NUYHBIN BOMPOC, NCNOJSTb3yN 3Ty BO3MOXHOCTb;



6. Vcnonb3y HECKONbKO MOYTOBLIX AWMKOB. [lepBbli NS 4YaCTHOW MNepenucku ¢ agpecaTtamu,
KOTOpbIM Tbl JOBepsiellb. JTO 3ANEKTPOHHbIN adpec He Hado UCNoNb3oBaTb NPU perncrpaumm Ha
dopymax n camtax;

7. He oTKpbiBan dannbl N gpyrve BROXEHUA B MUCbMax, AaXe ecnu OHW NpULLn OT TBOUX OpYy3eWn.
Jlyywe yTouHM y HUX, OTNPaBAsnu N oHn Tebe aTn danneol;

8. Nocne okoHYaHUsA paboTbl HA NOYTOBOM CepBUCe nepep 3akpbITUeM BKNagku ¢ cantom He 3abyab
HaxaTb Ha "BbIntn".

KnbepbynnuHr unm BupTyanbHoe n3geBaTefnbCTBO

KnbepbynnuHr - npecnegoBaHne COOOLEHUAMKM, COoAepXawumMyM OcCKopOneHusi, arpeccuio,
3anyrmBaHue; XynuraHcTBO; couunanbHoe OGOMKOTMPOBaHME C MOMOLLLIO Pa3fiMYHbIX WHTEPHET-
CEpBUCOB.

OcHoBHble coBeTbl No bopbbe ¢ KnbepOynIMHrom:

1. He 6pocarica B 6on. Jlydwmm cnocob: nocoBeToBaThCH Kak cebs BECTU U, €Cnn HET TOro, K KoMy
MOXHO 00paTUTbCHA, TO BHa4yane YCNoKoUTbCA. Ecnn Tbl HavyHelb OTBeYaTb OCKOPOIEeHUAMM Ha
ockopbGneHus, TO TONbKO ele 6ornblue pasoxKellb KOHQINKT;

2. YnpaBnsu cBoen knbeppenytauunen;

3. AHOHMMHOCTb B ceTM MHuMas. CywecTBYylOT CNocoObl BbIACHUTb, KTO CTOMT 3@ aHOHWMHbIM
aKKayHTOM,;

4. He cTouT BeCTU XynuraHckuin obpas BUpPTyanbHOM XWU3HU. WHTepHeT uKCcupyeT BCe TBOU
AENCTBUS U COXpaHAaeT nx. Yaanutb nx Oyaet kpanHe 3aTpyaHUTENbHO;

5. Cobntogan cBot BUPTYarbHY YeCTb CMOSIOAY;

6. WrHopuvpyn eauHu4YHbIn HeraTuB. OpgHoOpas3oBble OCKOPOUTENbHbIE COOOLEHUA  nydlle
urHopupoBaTb. OBbI4YHO arpeccus nNpekpaLlaeTca Ha HavYanbHOW cTaauu,

7. BbaH arpeccopa. B nporpammax obmMmeHa MrHOBEHHbIMU COOBLLEHNAMU, B COLUMANbHbIX CETAX eCTb
BO3MOXXHOCTb BIIOKMPOBKM OTMpaBku COOBLLEHNIN C onpeaeneHHbIX agpecos;

8. Ecnn Tbl cBuaeTenb knbepbynnuHra. TBOM AENCTBUSA: BLICTYNUTb MPOTMB MNpecnegoBaTtens,
nokasaTtb emy, YTO ero OerCTBUSA OLEHMBAKTCA HeraTUBHO, NOAAEPXaTb XEepPTBY, KOTOPOM HYXHa
rcuxonormyeckas MoOMOLLb, COOBLLMTL B3POCHbIM O hakTe arpecCUBHOroO NOBEAEHUS B CETU.
MoOunbHbIN TeNedoH

CoBpeMeHHble CMapTdOHbl M NNaHWeTbl cogepxaT B cebe BMNOMHe B3pOoCnbl (PyHKUMOHAnM, W
Ternepb OHM MOTYT KOHKypMpOBaTb CO CTaLMOHapHbIMU KomnbioTepamn. OgHako, CpeacTB 3alunTbl
AN NoAo6bHbIX YCTPOWCTB Nnoka o4eHb Mano. TecTupoBaHMe 1 MOUCK YI3BUMOCTEN B HUX MPOMUCXOOUT
He TaK MHTeHCMBHO, kak ang K, To xxe camoe kacaeTca N MOBUNbHbBIX NPUITOXEHUNA.

CoBpeMeHHble MObunbHble Bpaysepbl yXXe NpakTUYeCcKU AOrHanu HacTOfbHble aHarnoru, OfHako
paclumpeHne (pyHKunoHana BneveT 3a cobon 60MbLUyO CIIOXKHOCTb U MEHBLLYIO 3alUMULLEHHOCTb.
[aneko He BCe Npoun3BOAMTENN BbIMYCKalOT OOHOBMEHUS, 3aKpbliBaOLNE KPUTUYECKME YS3BUMOCTU
AJ151 CBOUX YCTPOWUCTB.

OcHoBHble coBeThbl Ansa 6e3onacHOCTM MOBUNbHOro TenedoHa:

Huyero He siBnsieTca no-HacTosdwemy 6ecnnaTtHbiM. Byab oCcTopoxeH, Beab Korga Tebe npegnaratoT
BGecnnaTHbIN KOHTEHT, B HEM MOTYT BbITb CKPbITbl KAKMe-TO NiiaTHbIE YCRyru;

Adyman, npexge 4Yem oTtnpasutb SMS, oTto unu Bnaeo. Tbl TOYHO 3HaelWb, rge OHW OyayT B
KOHEYHOM uTore?

Heobxoanmo 06HOBNATL ONepauVoHHY0 CUCTEMY TBOETO CMapPTAOHa;

Mcnonb3yi aHTMBUPYCHbIE NporpamMMbl Ang MobunbHbIX TenedgoHoB;

He 3arpyxan npunoxeHusi 0T HEN3BECTHOIO UCTOYHUKA, BEAb OHW MOTYT coaepXaTb BpedOHOCHOoe
nporpamMmmHoe obecneveHue;

[Mocne TOro kak Thl BblMAeWb C cauTa, rge BBOAWST NUYHYKD WHAOPMaLUMIo, 3anguM B HaCTPOUKK
Opaysepa 1 yganum cookies;

lMepmnogmnyeckn npoBepsn, kKakue nnaTHble YCnyrn akTMBUPOBaHbl HA TBOEM HOMEpE;

[aBai cBo HOMep MOBUNBHOro TenedoHa TONbKO MOAAM, KOTOPbIX Thl 3HAELb U KOMY AOBEpPSeLLb;
Bluetooth gomkeH BbITb BbIKIOYEH, KOrga Thl UM He Nonb3yelbes. He 3abbiBan nHorga npoBepsith
aTo.

Online wvrpobl

CoBpeMeHHbIe OHNMaWH-Urpbl - 3TO KpaCoOYHble, 3axBaTbiBaloLlMe pasBreyeHus, obbeauHsowmne
COTHWM TbICAY YernoBeK No BceMy Mupy. Urpokum muccrnegytoT gaHHbIA UM Mup, obLwiatoTcs gpyr c



APYroMm, BbINOSTHAKT 3afaHus, CpaXaltTCsd C MOHCTpPaMu U Mony4yarT onbiT. 3a YAOBONLCTBUE OHU
nnaTaT: NoKynawT OUCK, OnradnBaroT aboHEMEHT U NpMobpeTaroT Kakme-To onuumn.

Bce atm cpenctBa vayT Ha noggepkaHue u pasBuTME Urpbl, a Takke Ha camy 6e30nacHOCTb:
COBEPLUEHCTBYIOTCA CUCTEMbI aBTOPM3aLMK, BbINYCKAKOTCH HOBble naTtyu (LMdpoBble 3annaTtku And
nporpamMm), 3aKpbiBalOTCA Y3BUMOCTU CEPBEPOB.

B nogoBHbIX nrpax CToMUT onacaTbCHA He CTONbKO CBOMX COMEPHMKOB, CKOJTbKO KpaXkn TBOEro napons,
Ha KOTOPOM OCHOBaHa cucTema aBTopm3aumm 60NbLUMHCTBA UTp.

OcHoBHble coBeTbl N0 6e30NacHOCTM TBOEro UFPOBOro akkayHTa:

1. Ecnu gpyron urpok BegeT cebs nnoxo unu cosgaeT Tebe HeNpUSTHOCTU, 3abnOKMpy ero B Cnucke
UIPOKOB;

2. lNoxanynca agmMuHuUcTpaTopaMm Wrpbl Ha MNJIOX0e MNOBeJeHMe 3JTOro Wrpoka, XeraTtenbHOo
NPUNOXUTb Kakne-To JokasaTenbCTBa B BUAE CKPUHOB;

3. He ykasbiBayn nu4yHyto nHdopmaLmio B npodanne urpbl;

4. YBaxaun opyrmx y4aCTHUKOB MO Urpe;

5. He yctaHaBnvBamn HeomumnanbHble naTyn n Moapl;

6. icnonb3yn CrioXHble 1 pasHble naponu,

7. Oaxe BO BpeMa uUrpbl He CTOUT OTKMOYATb aHTUBUPYC. [1oka Tbl Urpaellb, TBOW KOMMbLIOTEP MOTYT
3apasuTb.

PUWNHT NNK Kpaxka NUYHBbIX AaHHbIX

OGbIYHOM Kpaxken AeHer N JOKYMEHTOB CEerofHs y>Xe HUKOro He YAMBULb, HO C Pa3BUTUEM UHTEPHET-
TEXHOSIOMMM 3MOYMBbILLSIEHHUKN NEPEMECTUNNCL B UHTEPHET, N NPOJOIHKaloT 3aHMMaTbCs "nobnumbim”
AeNoMm.

Tak nogBunacb HoBad yrposa: WHTEPHET-MOLUEHHMYEeCTBa WU (PULLMHE, rMaBHaa Leflb KOTOpPOro
COCTOUT B MOMyYeHUN KOHpmAeHUManbHbIX AaHHbIX Monb3oBaTesien - MorMHoB M naponen. Ha
aHrnunckom s3bike phishing untaetcsa kak duwmHr (ot fishing - peibHasa noens, password - naporsb).
OcHoBHble coBeTbl N0 6opbbe ¢ PULLNHIOM:

1. Cnegn 3a cBOMM akkayHTOM. Ecnu Tbl nogospeBaellb, YTO TBOS aHkeTa Oblna B3romaHa, To
HeobOxoauMo 3abriokMpoBaTb €e U CoObWUTbL agMUHUCTpPaATopaM pecypca 00 3TOM Kak MOXHO
cKopee;

2. Ncnonb3yn 6e3onacHble Be6-CcalnThbl, B TOM YMCIE, MHTEPHET-MarasmHOB U MOMCKOBLIX CUCTEM,;

3. Wcnonb3yn cnoxHble W pasHble naponu. Takmm obpasom, ecnu Tebs B3nomaroT, TO
3M10YMBbILLFIEHHMKN NOyYaT JOCTYN TOMBbKO K OAHOMY TBOEMY NMPOUIIIO B CETU, @ HE KO BCEM;

4. Ecnn Tebsa B3nomanu, To HeobxoanmMo npeaynpeanTb BCEX CBOUX 3HAKOMbIX, KOTopble Jo6aBneHsb!
y Teb4 B Apy3bsix, O TOM, YTOo Teba B3nomanu 1, BO3MOXHO, OT TBOEro umeHn dyaeT paccbinarbes
cram U1 CCbISTKM Ha (PULLNHIOBbLIE CanThl;

5. YctaHoBu HagexHbi naponb (PIN) Ha MobunbHbIN TeNedoH;

6. OTkIo4YKn coxpaHeHue napons B 6paysepe;

7. He oTKpbiBan dannbl U gpyrve BrOXEHUS B MUCbMax, AaXe ecnu OHWU NPULLIN OT TBOUX LPY3eEN.
INyywe yTo4HM Yy HUX, OTNPaBnsanu N oHn Tebe aTn hannsi.

Lindpposaga penytaums

LndpoBaa penytauuss - 3TO HeraTMBHas WnM nNO3uMTMBHas WHpopmaums B cetm o Tebe.
KomnpomeTupytowasa uHgopmauuns, pasmelleHHass B WHTEepHeTe, MOXeT Cepbe3HbiM 06pa3om
OTpasnTbCA Ha TBOeu pearnbHou XusHu. "Lindposasa penytauus" - 3T0 TBOM MMUOXK, KOTOPbLIN
dopmmupyeTca 13 nHgopmaumm o Tebe B UHTEPHETE.

TBOEe MeCTO XUTenbCTBa, y4ebbl, TBOE (UHAHCOBOE MONOXEHME, OCODEHHOCTU Xapaktepa u
pacckasbl 0 65IM3KNX - BCE 3TO HaKannmMBaeTCcs B CETH.

MHorne nogpoOCTKM NIErKOMbICIIEHHO OTHOCATCS K NyGnukauum nn4yHomn nigpopmaumm B IHTepHeTe, He
NOHNUMAas BO3MOXHbIX MOCNeACTBUN. Tbl Aaxe He CMOXelb oragaTtbCa O TOM, YTo dpoTorpadus,
pa3MeLleHHada 5 neT Hasag, ctana nNnpuYnHON oTkasa NpUHATL Teba Ha paboTy.

KommeHTapuu, pasmelleHne TBoux doTtorpacpuin n gpyrme OencTBus MOTYT He WUCYE3HYTb Jaxe
nocre Toro, Kak Tbl UX yaanuub. Tbl HE 3HaeLllb, KTO COXpaHUn 3Ty MHopMaLuuio, nonana nn oHa B
NMOWCKOBbIE CUCTEMbI M COXpaHWUMAachb N1 OHa, a rMaBHOE: YTO NoayMaloT 0 Tebe oKpyxatolime noaw,
KOTopble HanayT v yBMOAT 3T0. HanTu mHpopmaumio MHOro et Cnyctss CMOXeT nbon - Kak u3
Ao6pbIX NOBYXXAEHMI, TaK U C HAMEPEHMEM MPUYNHUTE Bpes. OTO MOXET ObITb KTO YyrogHO.
OcCHOBHbIe COBETLI MO 3aLmTe LMPOBON penyTaunmn:



1. MNogyman, npexae 4Yem 4TO-TO Ny6nukoBaTb M nepefasatb y cebs B Grnore unv B coumnanbHOM

ceTu;

2. B HacTtpovkax npouns yCTaHOBM OrpaHMYeHuUss Ha MpoCMOTP TBOEro npoguna u ero

coepXXMMOoro, caenamn ero Tonbko "ona gpysen';

3. He pasmewan n He ykasbiBanl MHGPOPMaUMIO, KOTOpasi MOXeET KOoro-nnbo ockopbnate wunu

obmxaTb.

ABTOpCKOE npaso

CoBpeMeHHbIe LLKOMNBbHUKK - aKTUBHbIE NoNb3oBaTenu umdpoBoro npoctpaHcTea. OgHako ganeko He

BCE 3HAKT, YTO MOMb30BAHWE MHOMMMU BO3MOXHOCTAMM LMGPOBOro mupa Tpebyet cobnogeHuns

npaB Ha MHTEeNNeKTyanbHyt COBCTBEHHOCTb.

TepMuH "nHTENNEKTyanbHass cOBCTBEHHOCTL" OTHOCUTCSA K PasfMyHbIM TBOPEHUSIM YEST0BEYECKOro

yMa, HayMHas C HOBbIX M300peTeHMrn U 3HakoB, 06o3Hayarwmx COBCTBEHHOCTb Ha MPOAYKTbl U

ycrnyru, M 3akaHuMBas  KHUramu, otorpadpmuamMu,  KMHOUINIbMaMu U My3blKanbHbIMA

npounsBeaeHUsIMI.

ABTOpCKME npaBa - 3TO MpaBa Ha MHTENNEKTyanbHyl0 COBCTBEHHOCTb Ha MPOM3BEOEHUSA HayKw,

nutepaTtypbl U UCKyccTBa. ABTOPCKME nMpaBa BbICTYNalT B KayecTBe rapaHTUM TOro, 4TO

WHTENNeKTyanbHbIN/TBOPYECKU Tpya asBTopa He OydeT HanpacHblM, OacT eMy crnpaBeffiBble

BO3MOXHOCTU 3apaboTaTb Ha pesynbTaTax CBOEro Tpyga, NosfyynMTb WM3BECTHOCTb WM MPU3HAaHKE.

Hukto 6e3 paspelleHns aBTopa He MOXeT BOCMNPOM3BOAUTbL €ro npousBedeHne, pacrnpoCTpaHsAThb,

ny6rMYHO AEeMOHCTpPUpOBaTh, NpoAaBaTb, UMMNOPTUPOBATL, MyckaTbk B NPOKaT, NyBSIMYHO UCMOMHATD,

NnokasblBaTb/MCNONHATL B adhupe unm pasmMeLlatb B IHTepHeTe.

Mcnonb3oBaHue "nmMpatckoro” nporpaMMHOro obecnevyeHns MoXeT MPMBECTU K MHOTMM pucKam: OT

noTepu [AaHHbIX K TBOMM akkayHTam [0 OnoKMPOBKM TBOEro YCTPOWCTBA, rae YCTaHOBMeHa

HeneranbHas nporpamma. He ctouT Takke 3abbiBaTb, YTO CYLLECTBYIOT feranbHble 1 6ecnnatHble

nporpamMmmbl, KOTOpbIE MOXHO HAaNTU B CETMW.

O noprane

CeTeBUYOK.ph - TBOWM rMaBHbIM COBETYUK B CETU. 34eCb Thbl MOXELLb y3HaTb 0 6e30MacHOCTN B CeTU

MOHATHLIM W LOCTYMHbIM S3bIKOM, @ MNP BO3HWKHOBEHWUW KPUTMYECKOW cuTyauum obpaTuTbca 3a

coBeTOM. A Takxke NPUHATb y4acTue B KOHKypcax M cTaTb caMbIiM LMAPOBLIM rpaxgaHuHoMm!
MpunoxeHne N 3

NAMATKA ONA POOUTENEN OB UH®OPMALIMOHHON BE3ONACHOCTU OETEWN

OnpepeneHne TepmunHa "vHopmaumoHHas GesonacHocTb aeTten" copepxutcs B PegepanbHOM

3akoHe N 436-9®3 "O 3zawmte geten OT WMHGOPMaUUKM, MNPUYMHSIOLWEN Bped WX 300POBbH U

pasBuUTUIO", pPeryrnmpylowmnumMm OTHOLLIEHUS, CBHA3aHHble C 3awmMTon paeTtern OT  UHGOopMauuu,

NPUYNHAIOLLLEN Bped nX 340p0BbIo U (Unn) passuTtuio. CornacHo JaHHOMY 3aKOHY "MHGOpMaunoHHas

BGes3onacHocTb geTen" - 3T0 COCTOSAHME 3aLUMLLIEHHOCTU, NPU KOTOPOM OTCYTCTBYET PUCK, CBA3AHHbIN

C MNpPUYUHEHMEM WH(popMaumMen Bpeda WX 300POBbD U (MNK) PU3UYECKOMY, MCUXMYECKOMY,

AYXOBHOMY, HPDA@BCTBEHHOMY Pa3BUTUIO.

B cuny ®epgepanbHoro 3akoHa N 436-®3 nHdopmauunen, npuyanHsaLWwen spes 300pOBbI0 U (Unu)

pasBUTUIO AEeTEN, ABNAETCA:

1. NHpopMaum4, 3anpeLLeHHasa st pacnpocTpaHeHnsa cpean neTeun;

2. NHopMaLnA, pacnpoCTpaHEHNe KOTOPOW OrpaHMYEeHO cpeaun geten onpeaeneHHbIX BO3pacTHbIX

KaTeropuun.

3. K nHpopmaumm, sanpeLleHHon aAna pacnpocTpaHeHust cpeau aeTen, OTHOCUTCS:

4. vHdopmauus, nobyxgawwas geTen K COBEPLUEHUID OEeWCTBUW, MPeAcTaBnsitolMX Yyrpo3dy uX

XWU3HW 1 (UNK) 300POBBIO, B T.4. NPUYMHEHMIO Bpeaa CBOEMY 340POBbI0, CaMOyOUNCTBY;

5. cnocoBHOCTb BbI3BaTh Y AETEN XKenaHne ynoTpebuTb HapKOoTUYEeCKNe cpeacTBa, NCUXOTPOMHbIE U

(vnn) opypmaHmBalowme BelwlecTBa, TabadHble Wn3Oenus, ankoroflbHyl M CNMPTOCOAEpPXKaLLyto

NPOAYKLUMIO, MUBO MU HANUTKK, N3roTaBnnMBaeMbl€ Ha €ro OCHOBE; MPUHATL Y4acTue B a3apTHbIX Urpax,

3aHMMaTbCs NPOCTUTYUMEN, BPOASKHNYECTBOM MW NOMPOLUANHNYECTBOM;

6. obocHoBbIBalOLWass uUnu onpasabiBatowiasl gOMYCTUMOCTb Hacunus U (Unu) KecTtokocTn nmbo

nobyxxagaroLas ocyLeCTBNATb HACUbCTBEHHbIE AENCTBUSA MO OTHOLLEHMIO K JTIOASIM U XKUBOTHbIM;

7. oTpuuaruwasi ceMenHble LEHHOCTU U (hopMupytoLas HeyBaXKeHUe K poauTtensam u (Mnu) gpyrmm

4yfieHaMm cembu;

8. onpaeabiBatoLLasi NPOTMBONPaBHOE NOBEAEHNE;

9. cogepxallas HeLeH3ypHY bpaHb;



10. cogepxalias MHpopmaLnio NopHorpadn4ecKoro xapakrepa.

K nHdopmauum, pacnpocTpaHeHne KOTOPOW OrpaHuUyYeHo cpean AeTen onpeneneHHoro Bo3pacTa,
OTHOCUTCS:

1. nHpopmauusa, npeacrasnsemas B Buae N3obpaxkeHnss Nnn onnucaHus XectokocTn, onU3n4eckoro u
(M) NCMXMYeckoro Hacunusi, NPECTYNMEHNST MU MHOTO aHTUOBLLECTBEHHOIO AENCTBUS;

2. BbI3blBaloLLag y geTen cTpax, yKac Unm naHuky, B T.4. NnpeacraBnsemas B Buae nsobpaxeHns nnm
ONUCaHWA B YHWXaloLWen 4YernoBeyeckoe [OOCTOMHCTBO {)OpMe HEeHaCUrbCTBEHHOW CMepTy,
3aboneBaHusi, camoybuicTBa, HeCcYacTHOro cnyyasi, aBapum wnu kKatactpodbl U (MnKN) KX
nocneacTBun;

3. npeacTtaBnsiemMas B BUAE U300paXXeHUs UMM ONUCaHUS NOMOBbLIX OTHOLUEHUA MEXAY MY>XYUHON n
YKEHLLMNHOW;

4. copgepxallas bpaHHble CrioBa U BblpaXeHusl, He OTHOCALLMECH K HeLleH3ypHOM BpaHu.

C yyetom atoro Bam npegnaratotcs npasuna pabotbl B ceTu HTEepHET Ans pasnuyHbIX BO3PACTHbIX
KaTteropum, cobnogeHne KoTopbiX Mo3BonuT obecneyntb MHPOPMaLMOHHYK ©e30nacHOCTb BalluMX
peTen.

O6wwme npasuna ansa pogutenen

1. HesaBncumo oT Bo3pacta pebeHka MCrnonb3ynMTe nporpammMHoe obecneyeHuwe, nomoraroLlee
JunbTpoBaTh M KOHTPONMMPOBATb MHGOPMALMIO, HO He nofiaranTecb MOSMHOCTLIO Ha Hero. Bawe
BHMMaHME K pebeHKy - raBHbI MeTO 3aLUMThbI.

2. Ecnu Baw pebeHOK MMeeT akkayHT Ha OAHOM M3 coumanbHbiXx cepsucoB (Livedournal,
blogs.mail.ru, vkontakte.ru n T.n.), BHUMaTenbHO M3y4uTe, KaKkyld WMH(OpPMaUUIO MOMELLaT ero
YYaCTHUKMN B CBOMX Npodhmnsax n 6norax, Bkrnovasa potorpacdumn n Bngeo.

3. [lpoBepbTe, C KakMMu [OpyrMMn canTamym CBsi3aH coumanbHbli cepBuc Bawero pebeHka.
CtpaHunukn Bawero pebeHka moryT ObiTb 6e3omacHbiMM, HO MOFYT U cogepXaTb CCbIIKM Ha
HexxenaTesibHble U onacHble canTbl (HanpumMep, NMOPHOCAMNT, UK CalT, Ha KOTOPOM ApYr yNOMUHaeT
HomMep coToBoro TenedoHa Bawero pebeHka nnn Baw gomalwiHnin agpec)

4. MNoowpsnte Bawmnx geten coobuwate 060 BCEM CTPaHHOM UMW OTTaNKMBAIOLWEM N HE CIIULLIKOM
OCTPO pearnpymnTe, KOrga oHW 3TO AenatoT (M3-3a onaceHus noTepaTb JocTyn K MIHTepHeTy AeTu He
roBOpAT poamTenamMm o npobnemax, a Takke MOryT HayaTb ucnonb3oBaTb VIHTEpHeT BHe Aoma u
LLUKONbI).

5. byabTe B Kypce ceTeBou xun3HM Bawero pebeHka. VIHTepecynTech, KTO ux apy3bs B IHTEpHET Tak
Xe, KaK UHTepecyeTecb peasibHbIMU APY3bsSMU.

Bospact ot 7 go 8 net

B VHTepHeTe pebeHok cTapaeTcs NOCETUTbL TE€ UMW UHbIE CalTbl, @ BO3MOXHO M YaTbl, pa3peLleHune
Ha noceLleHne KOTOpbIX OH He nosiyuun bl oT poauTenen. Noatomy pogutensam oCo6eHHO NosiesHbl
OyayT Te OTyeTbl, KOTOpble MNPeAOoCTaBMATCA NporpaMMaMu Mo OrpaHUYEHU0 UCMNONb30BaHUA
NHTepHeTa, T.e. POANTENbCKMI KOHTPOSb UMK TO, YTO Bbl CMOXETE yBUAETb BO BPEMEHHbIX harnax.
B pesynbTaTte, y pebeHka He ByaeT oLyLeHns, YTO 3a HUM BeAEeTCS NOCTOSHHbIA KOHTPOSIb, OO4HAKO,
poauTenu dyayT no-npexHeMy 3HaTb, Kakme cantbl nocewjaet nx pebeHok. [letn B 4aHHOM BO3pacTe
obnagarT CUMbHbIM YyBCTBOM CEMbMW, OHW AOBEPYMBBI U HE COMHeBatTCca B aBToputetax. OHu
nobaT nrpatb B CETEBbIE UMPbl U NyTeLweCcTBOBaTb N0 VIHTEPHETY, MCNONb3ys 3NIEKTPOHHYHO MOYTY,
3ax04nTb Ha CanTbl U YaTbl, HE PEKOMEHOOBAHHbIE POAUTENSMM.

CoBeTbl N0 6e3onacHocTn B ceTn IHTepHeT ana geten 7 - 8 net

1. Cosgante cnncok goMalLHMX npaBun nocelenuns HTepHeTa npu yyactum geten n tpebynte ero
BbINOJSTHEHUS.

2. Tpebynte ot Bawero pebeHka cobniogeHnsi BpEMEHHbIX HOPM HaxOoXOeHUs1 3a KOMMbIOTEPOM.
Mokaxunte pebeHky, 4To Bbl HabnogaeTe 3a HAM He NOTOMY 4YTO Bam 3710 xo4yeTcd, a noTomy YTo Bbl
BGecnokouTecb 0 ero 6e30nacHOCTU N BCeraa rotoBbl My MOMOYb.

3. KomnbloTep € nogkroyeHMem K VIHTepHeTy [OOIMKeH HaxoauTbCs B oOwer KOMHaTe nog
NPUCMOTPOM poauTenen.

4. Vicnonb3ynTe cneymanbHble AeTCKME MOMCKOBbIE MaLLVHbI.

5. Wcnonb3ynte cpeactsa 6nNoKMpOBaHUSA HeXenaTenbHOro KOHTEHTa KakK [AOMOfHeHue K
cTaHgapTHOMY PoauTenbCKOMYy KOHTPOSHO.

6. Co3ganTte ceMeWHbl 3NEKTPOHHbIM AWMK, 4TOObl He MNO3BONMUTbL AETAM WMETb COOCTBEHHble
agpeca.



7. bnokvpynte poctyn K caWtam € GecnnatHbiMM  MOYTOBBIMU — SLWMKAMM C  NOMOLLbIO
COOTBETCTBYHOLLEro NporpaMmHoro obecneveHus.

8. lNpuyunte peten coseToBaTbCs C Bamu nepen onybnukoBaHMeM Kakom-nmbo uHOpMaLmm
cpeacTBaMu 3NeKTPOHHOW MOYTbl, YaTOB, PEMMCTPALMOHHLIX OPM U Npodounnen.

9. Hayuute peten He 3arpyxaTb gaisbl, NporpaMmMbl UM My3biKy 6e3 Ballero cornacus.

10. He paspelwiante getsMm ncnonb3oBaTh CNy>0bl MTHOBEHHOrO 0OMeHa CoobLEeHNAMN.

11. B "6enbin" cNMCOK CanToB, paspeLUeHHbIX ANA NoCeLleHNsa, BHOCUTE TOSbKO CalTbl C XOPOLUEN
penyTtaumen.

12. He 3abbiBarite 6ecegoBaTtb ¢ AeTbMn 06 nx apy3bsax B VIHTepHeTe, Kak ecnv 6bl peyb wna o
APY3bsiX B peanbHON XNU3HU.

13. He penante "taby" n3 BONPOCOB MOSIOBOM XM3HU, Tak Kak B WHTepHeTe AeTu MOryT nerko
HaTKHYTbCS Ha NopHorpadguio unu canTtel "onga B3pocsbix”.

14. Mpuyynte Bawero pebeHka coobuwatb Bam O nOObIX yrpo3ax unu TpeBorax, CBA3aHHbIX C
NHTepHeToM. OcTaBanTeCb CNOKOMHLIMU U HAaNOMHUTE OEeTAM, YTO OHWM B 6e30MacHOCTU, ecnu camm
pacckasanu Bam O CBOMX TpeBorax. [loxBanute nx n nocoBeTynTe NO4oOWTM elle pa3 B NogoOHbIX
cny4vasix.

BoapacTt geten ot 9 go 12 nert

B naHHOM Bo3pacTe AeTu, Kak NpaBumo, YXXe HachblwaHbl O TOM, Kakad UHopMauus cyLlecTByeT B
NHTepHeTe. CoBepLUEHHO HOPMarnbHO, YTO OHWU XOTAT 3TO YyBUAETb, NPOYECTb, ycnbiwaTb. [Mpn aTOM
HY)>XHO MOMHWUTb, YTO AOCTYN K HexenaTesflbHbIM MaTepuarnam MOXHO nerko 3abrnokupoBaTtb npu
nomoLum cpeacts Poamtensckoro KOHTPOss.

CoBeTbl No 6e3onacHocTu Ansa geten ot 9 go 12 ner

1. Co3ganTe cnucok gomallHuX npasun nocewleHnsa VIHTepHeT npu yyactum geten n Tpebyinte ero
BbINOJSTHEHUS.

2. Tpebywnte oT Bawero pebeHka cobnogeHnsi HOpM HaxoXOeHWs1 32 KOMMNbIOTEPOM.

3. Habnopante 3a pebeHkoM npu paboTe 3a KOMMNbIOTEPOM, NOKaXntTe emy, 4to Bbl 6ecnokontech o
ero 6e3onacHoOCTM 1 Bcerga rotoBbl OkasaTb €My NOMOLLb.

4. KomnbioTep C noakmnoveHnem B WHTepHET [JOofkKeH HaxoautbCca B OOLLen KoMHaTe noA
NPUCMOTPOM poauTenen.

5. Wcnonb3ynte cpenctea OnNoOKMPOBAHUSA HeEXenaTerbHOro KOHTEHTa Kak [JOMOSIHEHME K
cTaHgapTHOMY PoauTernbCKOMy KOHTPOSHO.

6. He 3abbiBaniTe NpuHMMaTb HEMOCPEACTBEHHOE yyYacTue B Xu3HM pebeHka, becenoBatb C AeTbMM
00 nx gpysbsx B IHTepHeTe.

7. HacrtauBarte, 4TOobbl OE€TM HUKOrg4a He cornawanncb Ha fUYHble BCTPEYUM C ApY3bAMU MO
NHTepHerTy.

8. MNo3BonsanTe geTam 3axoauTb TOMNbKO Ha canTbl U3 "6enoro" cnucka, KOTOpbIA co3a4anTe BMECTE C
HAMMN.

9. Mpuyynte geten HUKOr4a He BblAaBaTb JIMYHYKO MHOPMaLMIO CpeacTBaMU ANTIEKTPOHHOM MOYTHI,
4aToB, CMCTEM MIHOBEHHOIO 06MeHa COOBLIEHNAMU, PErMCTPALNOHHBLIX POPM, TNYHBLIX NPOodUIen u
npy perncTpaumm Ha KOHKypcbl B IHTepHeTe.

10. Mpuyunte geten He 3arpyxatb nporpammbl 6e3 Bawero paspeweHns. O6bACHUTE UM, YTO OHU
MOTYT CnyYanHo 3arpy3nTb BUPYCbl UK ApYroe HexenaTtenbHoe nporpaMmMmHoe obecneyeHue.

11. Co3pante Bawemy pebeHKy orpaHMYeHHY0 y4ETHYHO 3anucb Anst paboTbl Ha KOMNbIOTEPE.

12. MNpuyynte Bawero pebeHka coobuwatb Bam O noObiX yrpo3ax unm TpeBorax, CBA3aHHbIX C
NHTepHeTOM. HanomHuTe getsim, 4To OHM B 6e30nacHOCTU, €Cnin camu pacckasann Bam O CBOUX
TpeBorax n onaceHusx.

13. PacckaxuTe getam o nopHorpacdum B IHTepHeTe.

14. HactamBanTte Ha ToM, 4YTOObl AETU NPenoCTaBnAnM BaM OOCTYN K CBOEW 3MEKTPOHHOM MouTe,
4YTOObI Bbl YOEAUNUCH, YTO OHM HE OBLLAlTCS C HE3HaKOMLIAMM.

15. O6bsAAcHUTE AOeTaMm, YTO Hemnb3s WCMOoNb30oBaTb CETb ANSA XyNUraHCTBa, pPacrnpoCTpaHEHUs
ChneTeH uUnm yrpoa.

Boapact geten ot 13 go 17 net

B aTOM BO3pacTe nNogpoCTKM akKTUBHO MCMONb3YHT MOUCKOBbIE MaLUMHbI, NOSIb3YKTCA ANEKTPOHHON
noyTon, cny>x6amm MrHOBEHHOro obMeHa CoobLLEHNSIMN, CKauMBalOT My3biKy U ounbMbl. Manb4kam
B 9TOM BoO3pacTe 6ornblle no HpaBy CMeTaTb BCE OrpaHUYEHUs, OHWU XaxayT rpyboro tomopa,



a3apTHbIX Urp, KAPTUHOK "anga B3pocnbix". [JeBoYku npegnovmtaroT obLiatbCca B YaTtax, npu 3TOM OHM
ropasgo 6onee 4yBCTBUTENbHbI K CEKCyaribHbIM JOMOraTernbcTtBam B MIHTepHeTe.

3avacTyo B JaHHOM BO3pacTe poaMUTESisIM YXXe BeCbMa CITIOXXHO KOHTPONMpOBaTb CBOMX AeTeu, Tak
Kak 00 VIHTepHeTe OHM yXe 3HalT 3HauyuTenbHO Bonblle CBOUX poauTenen. Tem He MeHee, He
oTnyckanmTe geten B "cBobogHoe nnasaHue" no MHTepHeTy. CTapanmTecb aKTMBHO y4YacTBOBaTb B
obuieHnn pebeHka B VIHTepHeTe.

BaxxHO no-npexHemy ctporo cobntogaTtb npaBuna MHTepHeT-6e30nacHOCTM - cornalleHve Mexay
pooutenamum n getbMun. Kpome TOro, HeobXoOMMO KakK MOXHO 4alle npocmaTpuBatb OTYETbl O
pearenbHocTn geten B MHTepHeTe. Cnenyet obpatuTb BHMMaHWE Ha HEOBXOAMMOCTb COAEPXKaHUS
poauTenbCKMX naponen (naponen agMMHUCTPaToOPOB) B CTPOrOM CeKkpeTe U 0bpaTuUTb BHUMaHUE Ha
CTPOroCTb 9TUX Naposen.

CoBeTbl N0 6e3onacHocTK B 3TOM Bo3pacTte oT 13 o 17 net

1. CosganTe CNUCOK [OMalIHWX npaBwusl nocelleHna WHTepHeTa npu yyacTum MOAPOCTKOB W
Tpebynte 6e3ycrnoBHOro ero BbiNoNHeHus. ObrosopuTe ¢ pebeHKOM CNUCOK 3anpeLleHHbIX CanToB
("yepHbIi cnuncok"), Yacbl paboTbl B VIHTepHeTe, pykoBOACTBO Mo obuweHutio B MIHTepHeTe (B TOM
yucre B YaTax).

2. KomnbloTep ¢ nogkniodeHmnem K cetn IHTepHeT JOmMKeH HaXxoanTbCs B O6BLLEN KOMHATE.

3. He 3abbiBante 6ecepoBatb ¢ AeTbMMu 06 X Opy3bsx B IHTEpHETE, O TOM, YEM OHU 3aHATbLI TaKUM
obpasom, ByaTo peyb naeT o Apy3bsX B pearibHOM Xn3Hu. CnpawmBante o ngsax, ¢ KOTopbIMU OeTu
obuwarTca nocpeacTBoM cnyx6 MrHoBeHHoro obmeHa cooblieHnamu, 4Tobbl yoeamTbes, YTO 3TU
nan UM 3HaKOMbI.

4. Wcnonb3ymte cpencrtea OnOKMPOBaHUSA HeXenaTenbHOro KOHTEHTA Kak [AdOMOSIHEHME K
cTaHgapTHOMY PoauTernibCKOMYy KOHTPOSHO.

5. Heobxoanmo 3HaTb, KakMMu 4YaTamum nonb3ytoTca Bawwu getu. [Moowpsite ucnonb3oBaHue
MOAEPVPYEMbIX YaTOB U HacTamBanTe, YTOObl 4eTU He ObLLan1Cb B NPUBATHOM pPeXUME.

6. HactanBante Ha TOM, 4TOObI AETN HUKOrA4a HE BCTPEeYanuch fIMYHO C APY3bsiMU U3 ceTu VIHTepHeT.
7. MNpuyunte geten He BblgaBaTb CBOK JIMYHYIO WMHOPMALMIO CpeacTBamMu 3NEKTPOHHOW MOYThI,
4aToB, CUCTEM MrHOBEHHOro obMeHa COOBLLEHNAMN, PErMCTPALMOHHBIX (POPM, NMNYHBIX Npodunen n
npu perncTpaumm Ha KOHKypchl B IHTepHeTe.

8. Mpuyunte pgeten He 3arpyxaTb nporpammbl 6e3 Bawero paspelweHnsa. O6bACHUTE UM, YTO OHU
MOTYT CryYanHo 3arpy3nTb BUPYCbl UMK OPYroe HexenaTesnibHoe nporpaMmHoe obecnedeHue.

9. Mpuyunte Bawero pebeHka coobwiatb Bam O NOObLIX yrpo3ax WM TpPeBOrax, CBSA3AHHbIX C
NHTepHeTOM. HanoMmHuTe OeTaMm, 4TO OHM B GEe30MacHOCTU, eCriv camu pacckasanu Bam, O CBOUX
yrposax nnm tTpesorax. [loxsanurte ux n NnocoBeTynTe NOLOWTM eLle pa3 B NO40OHbIX Cryvasx.

10. PacckaxuTte getam o nopHorpadum B IHTepHeTe. Nomorute nm 3awmtntbesa oT cnama. Hayyute
noapoCTKOB He BblaaBaTb B VIHTEpHETE CBOEro peanbHOro 3feKTPOHHOro agpeca, He oTBevaTb Ha
HexxenaTesibHble NMCbMa N UCMOoMb30BaTh crieumarnbHble MOYTOBbIE PUNbTPbI.

11. Mpuyunte ceba 3HAaKOMUTBLCSA C CanTaMm, KOTOpPbIE NOCELLAT NOAPOCTKM.

12. Hayunte geten yBaxaTtb APYrMx B UHTepHeTe. YbeauTech, YTO OHM 3HAKOT O TOM, YTO Npasuna
XOpoLLero nosBeAeHnst AEUCTBYIOT Be3[e - JaXe B BUPTyaribHOM MUpE.

13. Ob6bdaAcHUTE OeTaM, YTO HM B KOeM crydae Henb3sd ucnonb3oBatb CeTb Ons XynuraHcTea,
pacnpocTpaHeHns CnieTeH Unu yrpo3 Apyrum niogsam.

14. O6cyanTte ¢ nogpocTkamu NpobrieMbl CETEBbIX a3apTHbLIX UMP U UX BO3MOXHbI pucK. HanomHuTe,
YTO AETWU HE MOTYT UrpaTb B 9TW UrPbl CONACHO 3aKOHY.

MOCTOSAHHO KOHTpONMpPyNTE Mcnonb3oBaHne NHTepHeTa Bawum pebeHkom! 3TO He HapylueHue ero
NINYHOTO TMpPOCTPaHCTBaA, a Mepa npedoCTOPOXHOCTM U rnposiBrieHve Bawen pogutensckon
OTBETCTBEHHOCTU 1 3a00Thl.



